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: ) COURSE STRUCTURE
JSPM University Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2024-2025
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2024
FIRST YEAR MASTER OF SCIENCE
ettt REVISION NO. 0.0 (NEP)

SEMESTER | (LEVEL - 6.5)

' TEACHING ' | ' |
COURSE SCHEME EXAMINATION SCHEME AND MARKS
| THEORY PRACTICAL ORAL
Hours / Week : (Equal Weightage for | (Equal Weightage for C
| (Equal Weightage for CIE and ESE) CIE and ESE) CIE and ESE) d R
CONTINUOUS INSEMESTER
CONTINUO CONTINUO E
TYPE CODE COURSE NAME =i e us END us END Al p
e ML S AmIAn | INSEMEST | SEMESTER | INSEMEST | semesTer | R | |
LT P T4 T Assign- ON ER EXAMINATI ER EXAMINATI K
L L L2 ments j00)5s | EVALUAT ON EVALUATI ON s | T
RSl R (40 Gl ON (50 Marks) ON (50 Marks) S
arks) s) Marks) L (50 Marks) (50 Marks)
Mathematical Foundations of
PSMC | 23 1 D " y : ?
O0GMAMO4 01 Computer Science <l 30 30 40 100 100 3
PCC | 231GCAMO0O1_01 Data Structure and Algorithm 2 | = Fre 2 30 30 40 100 . - - . 100 | 2.5
Introduction to Artificial Intelligence
PCC |24 9 sl g il o) ’ : - :
OGCAM31_01 ik Maciine | darmioe 2 30 30 40 50 50 | ‘2
PCC | 240GCYM23 01 Introduction to Cyber Security 2 il s . 30 30 40 50 - - - - 50 2
Object-Oriented Programming with
SEC 230GCAM40 01 Java 2 1= 2 - - - - - 50 50 20 50 100 3
MMC Multidisciplinary Minor Course j R ISCEE S . - - - - 50 50 50 50 100 | 2
VSC | 230IDCB0O1_01 Design Thinking and Creativity T | == 2 - - - - - 50 50 50 | 1.5
AEC |9 Communicative English for ¢
30UENMO01_01 i 1 2 | = 30 30 40 50 . - . - 50 | 2
RMC | 230IRMMO01 01 Research Methodology HEI ot 30 30 40 50 5 3 : : 50 | 2
LC 231GCAM17_01 Data Structure and Algorithm Lab s | = 1L 2 - - - - - 50 50 - - 50
Introduction to Artificial Intelligence
LC 240 g e ; p 3 3 : ) E
Seenial and Machine Learning Lab : o 2 20 :
TOTAL 151110 | 4 750 | 22

L-Lecture

Format No.: JSPMUni/ACAD/00]

T-Tutorial
Rev. No.:0.0

P-Practical Session (Laboratory)
Rev. Date:01/07/2024

EL-Experiential Learning
Page 1 of 2




Sem. 1 Multidisciplinary Minor Course (MMC) 1 .
| Course Code 230HFSB59 01 230VOSM26 1 250UPOM10_01 230UPYB04 01 250UPOM10_1
Course Name | Criminalistics Project Management Global Challenges Positive Psychology Global Challenges
Course Code 230CGETB34 02 230vBCB17_2 230HFGM26_02 230UHIB04 02 230VBCB19 2
I Coliree Name Internet nf Thjngs and Elements of Company Law | Digital lnvestigatic‘ns and Making of t_he Modern Risk and Insurance
Applications Cyber Forensics Indian Management

JAns!

Dean
Dr. Nagsen S. Bansod Dr. G. A. Patil Dr. R\S. QQI.\LQHQEHCE AND TECHNOLOGY
Programme Coordinator, MSc-Cyber Security Director, School of Computational Sciences Dean, Faculty of Science/3RH WUBRRSIBYHUNE

Dr. Anur S.
Associate/ Dean (Academics)

Prof. M?J}Mja

Vice Chancellor, JSPM University Pune

Format No.: JSPMUni/ACAD/00I Rev. No.:0.0 Rev. Date:01/07/2024
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JSPM Universi ¥ Pune

COURSE STRUCTURE

) (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2024-2025
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2024
FIRST YEAR MASTER OF SCIENCE
EV N NO. 0.0 (NEP
(CYBER SECURITY) REVISN N {NEE)
SEMESTER Il (LEVEL — 6.5)
TEACHING -
COURSE SCHEME EXAMINATION SCHEME AND MARKS
PRACTICAL ORAL
THEORY : : C
; Equal Weightage for
Hours IWeek | (gqual Weightage for CIE and ESE) (Eq'ggi'ggtgg? il o= e- ESE, L ';
| CONTINUOUS INSEMESTER '
CONTINUO | CONTINUO
TYPE CODE COURSE NAME EYALOATION ke US END us END i ?
BLUE. Lt SEMESTER | \\cPMEST | SEMESTER | INSEMEST | SEMESTER | R
L T4 P | EL Assign- EXAM;I”AT' ER EXAMINATI ER EXAMINATI K T
i 12 ments 9 EVALUATI ON EVALUATI ON s | s
(30 (30 (40 {18060 ON (50 Marks) ON (50 Marks)
Marks) | Marks) Marks) Marks) (50 Marks) (50 Marks)
PSMC | 240GMAM41_02 | Mathematics in Cyber Security 2 1 - - 30 30 40 100 - - = = 100 3
PCC | 240GCYM24 02 | Operating System Security i I NS ) 30 30 40 100 - - - - 100 | 2.5
PCC | 240GCYM25 02 | Python Programming for Cybersecurity | 2 | - | - - 30 30 40 50 - . - - B0 .1 12
PCC 240GCYM26 02 | Networks Security 2 - - - 30 30 40 50 - - i 3 o0 2
MMC --- Multidisciplinary Minor Course 1 = 42 - - - - - 50 50 50 50 100 | 2
VSC 2301INBO2 02 Innovation 1 - - 2 - - - - - - 50 50 50 115
AEC 230UENMO02 02 | Business Communication 1 - | 2 - 30 30 40 50 - - - = 50 2
RMC | 230IRMMO03_02 | Research Data Analysis 2= ] et - 30 30 40 50 - - - - ol 1.2
LC 240GCYM40 02 Jgéhan Programming for Cybersecurity | | _ 9 ) i { i h 50 50 J A 50 1
LC 240GCYM41_02 | Networks Security Lab e e | 52 - - - - - 50 50 - - 50 1
i 240GCAM42 02 | Foundations of Mobile Application Lab | - | - | 2 - - - - . 50 50 - - 50 1
ITP/FP Internship/Field Project/Community L d i \ 50 50 5
cep | 230GCYM19_02 | £ oo ont Program 4 t0 6 weeks : . - 50
TOTAL 113 |1 (10| 4 0 e

Note: A Post Graduate Diploma will be awarded if a student exits after first year.
For “Exit’ at the end of First Year the student must complete a total of 8 additional credits.

a) An internship / OJT of 8 - 10 weeks (4 credits)
b) Additional one Course of 4 credits (Course offered will

L-Lecture

Format No.: JSSPMUni/ACAD/Q0I

T-Tutorial
Rev. No.:0.0

over and above semester 2 internship of minimum 4 weexs.
be Vocational Skill Course (VSC) or Skill Enhancement Course (SEC) or a mini project)

P-Practical Session (Laboratory)

Rev. Date:01/07/2024

EL-Experiential Learning
Page 1 of 2




Sem. Multidisciplinary Minor Course ( MMC)
Course Code 230HFSB59 01 - 230VOSM26_1 250UPOM10_01 - 230UPYB04_01 250UPOM10_0t
I ——
Course Name Criminalistics Project Management Global Challenges Positive Psychology Global Challenges
CourseCode |  230GETB34 02 __230VBCB17 2 230HFGM26 02 230UHIB04 02 230VBCB19 02
1l Internet of Thingsand | Elements of Com pany Law | Digital Investigations and Making of the Modern Risk and Insurance
Course Name R e : .
_ Applications Cyber Forensics Indian Management

m

Dr. Nagsen S. Bansod Dr. G. A. Patil
Programme Coordinator, Sc-Cyber Security Director, School of Computational Sciences

W

Prof. B.B. Ahuja
Vice Chancellor, JSPM University Pune

S. Deshpande
Associate Dean (Academics)

Format No.: JSPMUni/ACAD/00] Rev. No.:0.0 Rev. Date:01/07/2024 Page 2 of 2



' - - COURSE STRUCTURE
JSPM University Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E. F ' 2025-2026
SCHOOL QF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2025
SECOND YEAR MASTER OF SCIENCE
. : P
(CYBER SECURITY) REVISION NO 0.0 (NEP)
SEMESTER il (LEVEL —7.0)
TEACHING
COURSE SCHEME EXAMINATION SCHEME AND MARKS
THEORY PRACTICAL ORAL C
Hours / Week : (Equal Weightage for | (Equal Weightage for R
(Equal Weightage for CIE and ESE) CIE and ESE) CIE and ESE) M e
CONTINUOUS INSEMESTER o CONTINUO CONTINUO A D
TYPE CODE COURSE NAME EVALUATION SEMESTER us END b e R | |
(100 / 25 Marks) CCAMINATI | INSEMEST SEMESTER | INSEMEST | SEMESTER
L 1Tl P TEL Assign- 5 ER EXAMINATI ER EXAMINATI K |
L o ments 2 EVALUATI’ ON EVALUAT! ON s |8
o0 (50 wy | QB0 ON (50 Marks) ON (50 Marks)
Marks) | Marks) Marks) Marks) (50 Marks) (50 Marks)
PEC i Program Elective Course -| T RS S 25 75 - - - - i00 | 3
PEC Program Elective Course -lI V) MEX REEEE S 25 75 g - - - 100 | 3
I0C - Interdisciplinary Open Course <0 B S 30 | 30 40 100 - - - . 100 | 2
10C < Interdisciplinary Open Course i e L 30 30 40 100 : - - - 100 | 2
VEC 230USYB0O1_03 | Behavioral Science and Ethics 2 - - - 30 30 40 50 - - - - 50 2
PROJ | 231GCYM21_03 | Field Project - |-1418 - - - - 50 50 50 50 100 4
SLC | 231GCYM22_03 | Seminar g G e 8 - - - - - - 50 50 50 2
TOTAL 12 | 0 | 04 | 16 600 | 18
MLC# s Audit course T | 5 & - . 50 : - . - 50 1
L-Lecture T-Tutorial P-Practical Session (Laboratory) EL-Experiential Learning
Format No.: JSPMUni/ACAD/00I Rev. No.:0.0 Rev. Date:01/07/2025 Page 1 of 2




Sem.

Specialization

Aland ML

Program Elective Course (PEC)

Data Science

‘Network Security and

Privacy

Cyber Forensics

Advance}
Technologies

Course Code

230GCAMO8 03

230GDIM21_03

230GCYMO06_03

" 240GCYM36_03

240GCYM45_03

Course Name

Fundamentals of Soft
Computing

Introduction to Data
Science

Cyber Security and Privacy

Digital Forensics
Fundamentals

Quantum
Cryptography

Course Code

230GCAMO09_03

230GDIM22_03

230GCYMO07_03

240GCYM37_03

240GCYM46_03

Course Name

Introduction to Deep Learning

Foundations of Big Data
Analytics

Practical Cyber Security for
Cyber Security Practitioners

Network Forensics

Social Media
Engineering

Course Code

230GCAM10_04

230GDIM23_04

231GCAB13_04

240GCYM38_04

240GCAM34_04

v

Course Name

Fundamentals of Natural
Language Processing

Data Warehousing and
Mining

Computer Networks and

Internet Protocol

Mobile Device Forensics

Blockchain
Technologies

IV

Course Code

230GCAM11_04

230GDIM24_04

240GCYM44 04

240GCYM39_04

240GCYM47_04

Course Name

Foundations of Brain
Computer Interface

Advanced Data
Visualization and
Analytics

Cryptography and Network

Security

Cloud Forensics

Human Computer
Interaction

Sem.

Interdisciplinary Open Course (10C)

Course Code

230HFGM28_03

230VBCB14_03

250ULBB03_03

230GMEB63_3

Course Name

Impression Forensics

E-Commerce

Cybersecurity Law and Policy

Energy Audit and Management

230VBCB16_03

Format No.: JSPMUni/ACAD/Q0I

I Course Code 230HFGM27 03 230VMSMO05_03 230UPYB34_03 . _
Calires Naiie Investigative Skills Fundaﬁear::; ?gel';l{‘ia_ﬂﬁlai Psychology at Workplace Financial Fraud
Rev. No.:0.0 Rev. Date:01/07/2025

Page 2 of 2




Mandatory Learmng Cuurse (I‘iﬂL(.‘."’I ) Audlt Course
Course Code 0GCYM

Course Name

Dean
&\3@ EACULTY OF SCIENCE AND TECHNOLOGY
Dr. Nagsen S. Bansod Dr. G. A. Patil Dr.R. S. DMHHHERSITY PUNE
Programme Coordinator, MSc-Cyber Security Director, School of Computational Sciences Dean, Faculty of Science and Technology

\J

Dr. A _ S. Deshpande Prof. B.B. Ahuja
Associate Dean (Academics) Vice Chancellor, JSPM University Pune

Format No.: JSPMUni/ACAD/00I | Rev. No.:0.0 Rev. Date:01/07/2025
Page 2 of 2



: - COURSE STRUCTURE
JSPM University Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E. F 2025-2026
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2025
SECOND YEAR MASTER OF SCIENCE
# (CYBER SECURITY) D 5 i ik ks
SEMESTER IV (LEVEL-7.0) i
TEACHING
COURSE SCHEME EXAMINATION SCHEME AND MARKS
PRACTICAL ORAL
THEORY : : C
HOMES I Week. | (Bt Welghians for- GIE and ESE) (Eq‘g';:f,’g'gggf o5 (Eq‘g';:fl'g'étggf o E
M
CONTINUOUS INSEMESTER TN CONTINUO
TYPE CODE COURSE NAME A0 12t b S us END US END s ?
E L ExAMINAT | INSEMEST | SEMESTER | INSEMEST | SEMESTER | R
L|IT| P Assign- ER EXAMINATI ER EXAMINATI K T
L ‘;:] (;f] ments | 00 o &0 | EVALUATI ON EVALUATI ON s | s
Marks) | Marks) Mrrgs} it (50 ﬁ:rks} P (50 I’?‘I:rksj i
PEC -~ Program Elective Course -l MOOC | 3 | - | - . 25 75 ; = : 2 100 | 3
PEC - Program Elective Course -IV/MOOC | 3 | - | - ; 25 75 ; ; y § 100 | 3
PROJ '231GCYM23__04 Project / Internship with project - = | 2 [ 24 - - - - 200 200 100 100 300 | 12
, TOTAL 6 | 0| 12 | 24 | | | 500 | 18
MLC? — Audit course 1 =T s g P : g o 50 5 3 : : 50

Note: A Postgraduate Diploma will be awarded if a student exits after first year.

For “Exit” at the end of First Year the student must complete a total of 8 additional credits.

a) An internship / OJT of 8 - 10 weeks (4 credits) over and above semester 2 internship of minimum 4 weeks.

b) Additional one Course of 4 credits (Course offered will be Vocational Skill Course (VSC) or Skill Enhancement Course (SEC) or a mini project)

L-Lecture

T-Tutorial
Format No.: JSPMUni/ACAD/00I

P-Practical Session (Laboratory)
Rev. No.:0.0

EL-Experiential Learning
Rev. Date:01/07/2025

Page 1 of 2



)

X g "l COURSE STRUCTURE
A= JSPM Unive rS|ty Pune (NEP 2020 Aligned)
JSPM UNIVERSITY
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2025-2026
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2025
SECOND YEAR MASTER OF SCIENCE 0.0 (NEP
(CYBER SECURITY) _ _R'?VIS_ION _NO' ) = '_0 ( _)
__ 5.} SEMESTERIV(LEVEL-7.0) o G P T B
TEACHING
COURSE SCHEME EXAMINATION SCHEME AND MARKS
PRACTICAL ORAL
THEORY : . C
Hours / Week , (Equal Weightage for | (Equal Weightage for
(Equal Weightage for CIE and ESE) CIE and ESE) CIE and ESE) - l'é
% . CONTINUOUS INSEMESTER CONTINUO CONTINUO D
: EVALUATION END us END us END A
i i HRICRE = (100 /25 Marks) SEMESTER | INSEMEST | SEMESTER | INSEMEST | SEMESTER R '
L [T P Assign- ER EXAMINATI ER EXAMINATI K T
L (Tz:.: (1; ments “00?';'5,,, so | EVALUATI ON EVA;EATI o EN ” S S
0 50 Mark arks
Marks) | Marks) | poncy Marks) | (g e [T
PEC - Program Elective Course -Ill/ MOOC | 3 | - | - | - 25 75 - - - o 100 | 3
PEC - Program Elective Course -IV/ MOOC | 3 . = 25 75 - - - . 100 | 3
PROJ | 231GCYM22_04 | Project/ Internship vith project -~ | -112 |24 - |- . b 208 . 00 | 10 100 | 300 | 12 |
T __TOTAL ' 6 |oj12[24] & I ' 500 | 18 |

MLC* Audit course HENE - ; . : 50 - - - - 50 1

Note: A Postgraduate Diploma will be awarded if a student exits after first year.
For “Exit" at the end of First Year the student must complete a total of 8 additional credits.
a) Aninternship / OJT of 8 - 10 weeks (4 credits) over and above semester 2 internship of minimum 4 weeks.
b) Additional one Course of 4 credits (Course offered will be Vocational Skill Course (VSC) or Skill Enhancement Course (SEC) or a mini project)

L:Lecture

Format No.: JSPMUni/ACAD/00]

T-Tutorial

Rev. No.:0.0

P-Practical Session (Laboratory)
Rev. Date:01/07/2025

EL-Experiential Learning
Paae 1 of 2



I-i'._.‘,.l“"

; Program E Electwe Course (PEC) | ey
Sem. | | o P Lk ] 'Network Security and | | Advanced
iy Spec:airzatmn; Rt Aj gnd ML v Data S;:iance ol #  privacy s 4 Cyber Fnrensms | Technologies i
Course Code 230GCAMOS_03 "230GDIM21 03 3OGGYM06 03 - 240GCYM36_03 240GCYMA45_03
1| Fundamentals of Soft Introduction to Data e Sl Digital Forensics Quantum
OIS Ivaina Computing Science CW“ geouly ol ﬂvacyi Fundamentals Cryptography
Course Code 230GCAMO09_03 230GDIM22_03 23060‘?1“07 0 240GCYM37_03 240GCYM46_03
I ; _ Foundations of Big Data Prac,tu:ai Cybea‘ S&CU!‘lty fm" . Sacig] Me_dia
Course Name | Introduction to Deep Learning Analytics Cyber Se curity Practit 0 ner s Network Forensics Engineering
Course Code 230GCAM10_04 230GDIM23_04 ' 231GCAB13 04 240GCYM38_04 240GCAM34_04
A Course Name Fundamentals of Natural Data Warehousing and Cﬁmputar Netvmrks and | Mobile Device Forensics Blockchain
Language Processing Mining ___Internet Protocol Technologies
Course Code 230GCAM11_04 230GDIM24_04 240c-:cvm4 04 240GCYM39_04 240GCYMA47_04
. : | Human Computer
\Y Foundations of Brain Adeancea D Cryptography and Network | -
Course Name Computer Interface Visualization and Security Cloud Forensics Interaction
Analytics i
I'u‘l:ar‘u:iatur::ryr Learning Cnurse (MLC# ) Audlt Cnurse
Course Code "'" T2506CYM1 03 [ 230UPOB0Z_ 04
Course Name | Malware Analysia ” T in‘lmﬁiacilmﬁ 10 ﬁanstrtuhcm ﬂf fndia
%é | e Dot o
Dr. Nagsen S. Bansod Dr. G. A. Patil Dr. R. S. BASHIYRFSCIENCE A“DLE““.

Programme Coordinator, MSc-Cyber Security

Dr. Anur

Associate/Dean (Academics)

Format No.: JSPMUni/ACAD/00I

Director, School of Computational Sciences

Rev. No.:0.0

Dean, Faculty of Science adﬂ%ﬁﬂﬁ'&ﬁ:

Prof. Mja

Vice Chancellor, JSPM University Pune

Rev. Date:01/07/2025

Page 2 of 2




