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: ‘ } COURSE STRUCTURE
JSPM Univers )y Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2023-2024
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2023
FIRST YEAR MASTER OF SCIENCE
Eesasreunmg | ‘BEEEQNEO. | e :
TEACHING
COURSE SCHEME EXAMINATION SCHEME AND MARKS
THEORY PRACTICAL ORAL c
Hours / Week - (Equal Weightage for | (Equal Weightage for
(Equal Weightage for CIE and ESE) CIE and ESE) CIE and ESE) B R
CONTINUOUS INSEMESTER END CONTINUO CONTINUO A E
TYPE CODE COURSE NAME EVALUATION SEMESTER Us END us END R D
E (100 Marks) EXAMINATI | INSEMEST | SEMESTER | INSEMEST | SEMESTER K ;
L 1 ¥1 P Assign- ON ER EXAMINATI ER EXAMINATI
L [g:, {Ef] ments | (100/50 | EVALUATI ON EVALUATI ON l S g
40 Mark ON 50 Marks ON 50 Marks
Marks) | Marks) | ‘0 " (50 Marks) R (50 Marks) {
PCC | 230GCAM01_01 | Data Structure and Algorithm 2 P = 2 30 30 40 100 - - - - 100 | 3.5
PCC | 230GCAM02_01 | Foundations of Artificial Intelligence Sl = - - 30 30 40 100 - - - - 100 | 3
PCC | 230GCYMO01 01 g;’ﬁ?if;eropmt'”g Systems and 20wl il En 30 40 50 ; - - 50 | 2
PCC | 230GCYM02_01 [ Computer Networking and Security 3 | -1-1 - 30 30 40 100 - - - - 100 | 3
SEC | 230GCAM15_01 Programming in Java E -1 2 - - - - - 50 50 50 50 100 | 3
VSC | 230iDCBO0O1_01 Design Thinking and Creativity 1 ] = | = 2 - - - - - ~ 50 50 o9 | 1.5
AEC | 230UENMO1_01 | Communicative English for Professionals | 1 | - | 2 | - 30 30 40 50 - - - - S0 2
RMC | 230IRMM01_01 | Research Methodology 2 | -] - - 30 30 40 50 - - - - 50 .
LC 230GCAM17 01 | Data Structure and Algorithm Lab ] s - I - - - - o0 50 - - o0 1
LC 239GC§M1§_U1 Foundations of Artificial Intelligence Lab Tl R - - - - : 50 50 100 i
R i ROTAL G R e vo A N R e
34 \s® Dean
% i - SCIENCE AND TECHNOLOGY
Mr. lkram Alj Dr. G. A. Patil Dt R. S. DS

Programme Coordinator, MSc-Cyber Security

Dr. Anuragha S. Deshpande
Associate Dean (Academics)

L-Lecture

Format No.: JSPMUni/ACAD/00!

T-Tutorial
Rev. No.:0.0

Director, School of Computational Sciences

Dean, Faculty of Science a

Vice Chancellor, JSPM University Pune

ProMﬁdja

P-Practical Session (Laboratory)
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- = PN COURSE STRUCTURE
JSPM University Pune : (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNCLOGY | W.E.F - 2023-2024
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2023
FIRST YEAR MASTER OF SCIENCE :
' ) .0 (NEP
_ Mt A TN Wehon it RN i e O
R Sl b i R SENESTER I (LEVERSR6STC L0 i to i dmie s g o L0
TEACHING
CCURSE SCHEME | EXAMINATION SCHEME AND MARKS
PRACTICAL ORAL
THEORY ; : C
Hours /Week | o . i\ (Equal Weightage for (Equal Weightage for
(Equai Weightage for CIE and ESE) CIE and ESE) CIE and ESE) L E
CONTINUOUS INSEMESTER
T CONTINUO CONTINUO A D
TYPE CODE COURSE NAME E{‘j‘;ﬁﬁ;“;‘ oL, Us END us END ~ :
arks e AmmiAT | INSEMEST | SEMESTER INSEMEST | SEMESTER
LAT L P EE L ey 5 Assign- ON ER EXAMINATI ER EXAMINATI | K T
(30 (30 ments (100 / 50 EVALUATI ﬁﬂ EVAé:jATI - EN - S S
490 ON 50 Marks arks
Marks) | Marks) mirksy Serks) (50 Marks) e (50 Marks)
3 Foundations of Cyber Security and _ E £ 3 L 10 3
PCC | 230GCYMO03_02 Cryptography 9 F1] = | - 30 30 40 100 0
PCC | 230GCAMO5 02 | Foundations of Machine Learning Biie | st 1R 30 30 40 100 - - - - 100 | 2.5
PCC | 230GCYMO04 02 | Internet of Things and Security 3 |-]-1 - 30 30 40 100 . . . - 100 | 3
MMC - Muitidisciplinary Minor Course g s s 30 30 40 100 - - - - 100 | 2
SEC | 230GCYM17_02 | Cyber Security with Python 2 1s Log - - - - - 50 50 50 50 100 3
| VSC | 230IINB02_02 | Innovation o T N - - : : - 50 50 50 | 1.0
AEC | 230UENMO2_02 | Business Communication gl ~12 ¢ s 30 30 40 50 - : - " 50 | 2
RMC | 220IRMMC3_02 | Research Data Analysis 2 b= ¢ . 30 30 40 S0 - - . 5 20 2
c | 2306CYM18 02 iiggndaﬁous of Machine Learning e N oa ) 3 - § ; 50 50 : § 50 :
HTP/FP Internship/Field Project/Community
Te ” " y - . : 2
icep | 206CYM19.92 | EngogementProgem | *POMTS |~ o K Wi, Tl
T e T e . L
Note: A Postgraduate Dipioma will be awarded if a student exits after first year.

For “Exit” at the end of First Year the student must complete a total of 8§ add
2) An internship / OJT of 8 - 10 weeks (4 cre

b) Additionai one Course of 4 credits (Course offered wii

L-Lecture

Format No.: JSSPMUni/ACAD: 901

gits) over and above semester

T-Tutoriat
Rev, No.:§.0

| be Vocational Skill Course (VSC)

itional credits.
2 internship of minimum 4 weeks.

or Skill Enhancement Course (SEC) or 2 mini nroject)

P-Practical Session (Laboratory)
Rev. Date:01/07/2023
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Sem.

Multidisciplinary Minor Course (MMC)

Course Code

230HFSB06_02

230VOSM26_02

240GCEB37_02

230UPYB04_02

250UPOM10_02

Programme Coordinator, MSc-Cyber Security

Dr.
Associa

Format No.: JSPMUni/ACAD/001

ha S. Deshpande
ean (Academics)

Director, School of Computational Sciences

Rev. No.:0.0

I Forensic Science in Criminal Project Management Smart Transportation Positive Psychology Global Challenges

Course Name S

Investigations System

Course Code 230HFGM26_03 230VBCB17_03 250UPOM10_03 230UHIB04 03 ?3UVBC B19 03
1] Digital Investigations and Elements of Company Law Global Challenges Making of the Modem Risk and Insurance

Course Name Cyber Forensics Indian Management

% ' E //,
Mr. Ikram Ali Dr. G. A. Patil Dr. R.

Dean, Faculty of

Wa nde Dm
ANOSCENGEANBYTECHNOLOGY
JSPM UNIVERSITY PUNE

Prof.é./é'.‘l\;ﬁja

Vice Chancellor, JSPM University Pune

Rev. Date:01/07/2023
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Toa ™ : COURSE STRUCTURE
JSPM University Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2024-2025
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2024
SECOND YEAR MASTER OF SCIENCE
I . :
(CYBER SECURITY) REVISION NO 0.0 (NEP)
| SEMESTER Il (LEVEL - 7.0)
TEACHING
~ COURSE SCHEME EXAMINATION SCHEME AND MARKS
THEORY PRACTICAL ORAL C
Hours / Week . (Equal Weightage for | (Equal Weightage for R
(Equal Weightage for CIE and ESE) CIE and ESE) CIE and ESE) " :
CONTINUOUS INSEMESTER CONTINUO CONTINUO A D
TYPE CODE COURSE NAME EVALUATION END us END us END
(100/25 Marks) SEMESTER | INSEMEST | SEMESTER | INSEMEST | SEMESTER R |
LiIT{ P |EL T4 o Assign- | EXAMINATI ER EXAMINATI =R EXAMINATI | K T
30 3 ments ON EVALUATI ON EVALUATI ON S S
Va8 (40 (100 1 75/ 50 ON (50 Marks) ON (50 Marks)
bl S B0 Marks) (50 Marks) (50 Marks)
PCC | 230GCYMO5_03 | Wireless and Mobile Network Security 2 A e - 30 30 40 100 - - - - 00 | 3
PEC --- Programme Elective Course -| e e - 25 ol - - - - 100 ) 3
REL - Programme Elective Course -l 3 | - - - 25 {0 - - - - 100 3
MMC - Multidisciplinary Minor Course 1 o - - - - E 50 50 50 50 100 2
I0C - Interdisciplinary Open Course Z | - - - 30 30 40 100 - - - - 100 2
VEC | 230USYBO1_03 | Behavioral Science and Ethics 2 [ =2 2 - 30 30 40 50 - - . . 50 2
LC 230GCYM20 03 EZEEIESE and Mobile Network Security 3 g it i : I X 50 50 ] b 50 1
e Internship/Field Project/C i '
PICE | 280GCYM21_p3 | - =7 = Ve E8 ¥ tojeckLompmunity N TR R e A . ; : : . 100 100 100 | 4
P ngagement Program
TOTAL 13111121 0 700 | 20

Sem. Interdisciplinary Open Course (I0C)
Course Code 230HFGM28_03 230VBCB14 03 250ULBB03_03 230GMEB63_3
Course Name Impression Forensics _E-Commerce Cybersecurity Law and Policy Energy Audit and Management
1 Course Code 230HFGM27_03 ___230VMSMO05_03 e 230UPYB34 03 230VBCB16_03
Cotras Name Investigative Skills Fundamentals of Financial Psychology at Workplace Financial Fraud
Managemept
L-Lecture T-Tutorial P-Practical Session (Laboratory) EL-Experiential Learning
Format No.: JSPMUni/ACAD/00 Rev. No.:0.0 Rev. Date:01/07/2024
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Sem. Muiltidisciplinary Minor Course (MMC)
Coilles Code 230HFSBO06 02 230VOSM26_02 240GCEB37_02 230UPYB04_02 250UPOM10_02
I Cotres Names Fnrer?:sic Sc:ie'nce_ In Criminal Project Management Smart Transportation Positive Psychology Global Challenges
Investigations System
Course Code Sy, 230HFGM26 03 N 230VBCB17_03 250UPOM10_03 230UHIB04 03 230VBCB19 03
1 Course Name Digital Investigationsand | Elements of Company Law | Global Challenges Making of the Modern Risk and Insurance
Cyber Forensics ' Indian ' Management
o Pt Program Elective Course (PEC) ] | 5ol | B b s
Sem. DRIt ) g ) Network Security and _ . . Advance
Spec.lallzaffon | Al and ML § : IData Sclgnce Privacy I_beer Forensics _ Technologies
Course Code 230GCAMO0O8 03 230GDIM21_03 230GCYMO06 03 240GCYM36 03 240GCYM45_03
lil Fundamentals of Soft Introduction to Data oy Digital Forensics Quantum
Course Name Computing Science Cy_b?’_' Semf“_ty i F’rlyacy Fundamentals Cryptography
Course Code 230GCAMO09_03 230GDIM22_03 230GCYMO7 03 240GCYM37_03 240GCYNM46_03
1] , , Foundations of Big Data | practical Cyber Security for | _ Social Media
Course Name | Introduction to Deep Learning Analytics Cyber Security Practitioners Networkl Forensics Engineering
Course Code 230GCAM10_04 230GDIM23_04 231GCAB13 04 240GCYM38 04 240GCAM34 04
IV Fundamentals of Natural Data Warehousing and Computer Networks and Mobile Device Forensics Blockchain
Course Name . o hnologi
Language Processing Mining Internet Protocol Technologies
Course Code 230GCAM11_04 230GDIM24_04 240GCYM44 04 240GCYM39 04 240GCYM47_04
IV - - Advanced Data | Human Computer
Course Name Foundations of Brain Visualization and Cryptography alnd Network Cloud Forensics Interaction
Computer Interface . Security
Analytics \
<\ \nsy
Mr. lkram Ali Dr. G. A. Patil Dr. R/S™Reshpande
Programme Coordinator, M c-Cyber Security Director, School of Computational Sciences Dean, Faculty o Mand Technology
FACULTY OF SCIENCE AND TECHNOLOGY

Dr. Anuradha S. Deshpande

Associate/Dean (Academics)

Format No.: JSSPMUni/ACAD/00I

Vice Chancellor, JSPM U

Pro

Rev. Date:01/07/2024
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< = COURSE STRUCTURE
JSPM University Pune (NEP 2020 Aligned)
FACULTY OF SCIENCE & TECHNOLOGY W.E.F 2024-2025
SCHOOL OF BASIC AND APPLIED SCIENCES RELEASE DATE 01/07/2024
SECOND YEAR MASTER OF SCIENCE
(CYBER SECURITY) REVISION NO. 0.0 (NEP).
| SEMESTER IV (LEVEL - 7.0)
TEACHING
COURSE SCHEME EXAMINATION SCHEME AND MARKS
PRACTICAL ORAL
THEORY ; : C
Hours /Week | equal Weightage for CIE and ESE) {Eq‘g’E":ﬁE'ggg‘;’ o (Eq‘g'E“:i'g'étggf L R
M E
CONTINUOUS INSEMESTER
TYPE CODE COURSE NAME EVALERT IO e g END ot END sl B
(lo0e o Hnr ) SEMESTER | INSEMEST | SEMESTER | INSEMEST | sEmesTer | R | |
L[(T|P i -, | Assign- e ER EXAMINATI ER EXAMINAT | K | T
(30 %0 ments | (100/7550 | EVALUATI | ON SVALIGTI | ON | S | 8
ON arks
Marks) | Marks) Mg:ﬂks] Marks) (50 Marks) ( AE) (50 Marks) {
PEC e Programme Elective Course-l| 3 |~ | = 25 75 - - - - 100 | 3
PEC - Programme Elective Course-IV 8 |~ | = 25 75 - - & ; 100
PROJ | 230GCYM22_04 | Project/ Internship with Project - | - | 24 - - - - - 200 200 200 | 12
TOTAL 6 | 0| 24 400 | 18
MLC? - Audit course T Pw : > " 50 - - - - 50 1

L-Lecture

Format No.: JSPMUni/ACAD/00I

Mandatnry Learning Course (MLC*#) Audit Course

Course Code

230UF‘DBUZ 04

Course Name

| intmdueimn to Cﬁﬁﬂtltuﬁﬂﬁ of inc:ha |

T-Tutorial
Rev. No.:0.0

P-Practical Session (Laboratory)
Rev. Date:01/07/2024

EL-Experiential Learning
Page 1 of 2




Program Elective Course (PEC)

SaH Specialization

Al and ML

Data Science

Netwnrk-_s'écuﬁty and |
Privacy _

Cyber Forensics

Advance
Technologies

Coursé Code

230GCAMOS 03

230GDIM21 03

i

_230GCYMO06_03

240GCYM36_03

" 240GCYM45_03

1]
Course Name

Fundamentals of Soft
Computing

Introduction to Data
Science

Cyber Security and Privacy

Digital Forensics
Fundamentals

Quantum
Cryptography

Course Code

230GCAMO9 03

230GDIM22 03

=1

230GCYMO7_03

240GCYM37_03

240GCYM46 03

11
Course Name

Introduction to Deep Learning

Foundations of Big Data
Analytics

Practical Cyber Security for |
Cyber Security Practitioners

Network Forensics

Social Media
Engineering

Course Code

230GCAM10_04

230GDIM23_04

231GCAB13_04

240GCYM38_04

240GCAM34 04

Y]
Course Name

Fundamentals of Natural
Language Processing

Data Warehousing and
Mining

Computer Networks and
Internet Protocol

Mobile Device Forensics

Blockchain
Technologies

Course Code

230GCAM11_04

230GDIM24 04

240GCYM44_04

240GCYM39 04

240GCYM47_04

v
Course Name

Foundations of Brain
Computer Interface

Advanced Data
Visualization and
Analytics

Mr. Ikram Ali
Programme Coordinator, MSckCyber Security

Dr. Anuzadha
Associ’mim}

Format No.: JSPMUni/ACAD/00I

S.Deshpande
n (Academics)

prtg}gra}ﬁahy and Network

Security

Cloud Forensics

Q%

Dr. G. A. Patil

Director, School of Computational Sciences

Rev. No.:0.0

Human Computer
Interaction

\< Dean
ACURTY OF SCIENCE AND TECHNOLOGY

Dr. R. S. DESAYAHTEERSITY PUNE

Rev. Date:01/07/2024

Dean, Faculty of Science and Technology

Prof. BM/

Vice Chancellor, JSPM University Pune
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